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1 INTRODUCTION

1.1 GATEWAY

Typically, in a hospital or an imaging centre, the radiologist department is where the medical
images are captured using the medical equipment aka Modalities e.g. X-ray, CT and MRI. These
medical images are pushed to a PACS server. A PACS (Picture Archiving and Communication
System) server is a computer for storage, retrieval, management, distribution and presentation
of medical images. Modalities store the medical images on the PACS server. Medical imaging
information is stored in standard international format known as DICOM (Digital Imaging and
Communication in Medicine).

DeepTek Gateway application is used to push the medical images (DICOM format) captured from
the Modality or stored in the PACS to the DeepTek cloud-based platform. The gateway
application validates the medical image (DICOM format) before pushing to the DeepTek cloud-
based platform. Many places in this document, medical images will be referred to as studies or
scans.

DeepTek Gateway application is installed on a workstation inside the hospital / Imaging centre
and should operate within the local network of the hospital / Imaging centre. Please refer to the
diagram shown in section 1.2.

1.2 GATEWAY WORKFLOW

A Typical hospital / Imaging center workflow is shown below:

Hospital / Imaging Centers

PACS/Workstation
- i
r DeepTek Cloud
ALIe Scans e Based Platform
&) =l |l
a
- I
= ﬂ|ﬂ |
X-RAY
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b PRE-REQUISITES

IT department of the hospital / Imaging center needs to address the below pre-requisites.

Workstation Requirement

Hardware

Software

Internet Connection

Firewall

Network Security

PCin same LAN.
Internet connection on that PC.
Hard disk space 50Gb and above.

Ram 8 GB and above.

Window 7 and above.
.Net framework 4.5 and above.

Good internet Connection. (5 MBPS & Above).

Port 11115 open for inbound/outbound Connection.

Below mentions domain needs to be opened in the proxy.

1) deeptek.ai.

2) googleapis.com.

3) accounts.google.com.

Network SSL Interception Root Certificate.

DeepTek administrator will provide the below information

Gateway configuration
Admin password.
Bucket name.

Hospital code.

Base URL.


http://deeptek.ai/
http://googleapis.com/
http://accounts.google.com/
http://deeptek.ai/
http://googleapis.com/
http://accounts.google.com/
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3 INSTALLATION

Before we start the installation make sure all the information listed in the “Gateway
configuration” prerequisite section is given by the DeepTek administrator. Also make sure the
workstation is configured and operates within the local network. The workstation needs to have
Microsoft Windows 7 and above as its operating system. Microsoft Windows is a user-friendly
OS. It is therefore easy to install the gateway software. Follow the steps below to complete the
installation process.

3.1 SETUP

a) To start installation, user should have Gateway setup on the workstation. User can keep this
setup on desktop or in any drive folder. Double click on “DeeptekGatewayApplication.exe”
installer file. First screen of the setup would be shown below. Click on next button to proceed
with the installation

B Deeptek Gateway 5.0 Setup — X

Welcome to Deeptek Gateway 5.0

@ Setup

Setup will guide you through the installation of Deeptek
Gateway 5.0.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Next > Cancel
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b) Click “I Agree” to accept agreement license and to proceed with the installation.
Click “Cancel” if you want to cancel the installation process due to any reason otherwise let

the installation process complete.

E Deeptek Gateway 5.0 Setup —

License Agreement
Please review the license terms before installing Deeptek Gateway 5.0.

Press Page Down to see the rest of the agreement.

x

[irerms And Conditions:

If you accept the terms of the agreement, dick I Agree to continue. You must accept the

agreement to install Deeptek Gateway 5.0.

< Back I Agree

Cancel
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c) Click finish to complete the installation. Uncheck box if you do not want application should
run after automatically after installation finish.

Completing Deeptek Gateway 5.0
Setup

Deeptek Gateway 5.0 has been installed on your computer,

Click Finish to dose Setup,

Run Deeptek Gateway 5.0

Finish
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3.2 VERIFICATION

After finishing you will see DeepTek application icon on desktop. Double click on desktop
DeepTek icon to open Gateway application.

Deeptek
Gateway

10
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4 GATEWAY CONFIGURATION

4.1 LANDING PAGE

Once the gateway application is started, we see the landing page. Right now, the gateway
application is not ready to accept any communication until we configure and start it.

Click for "Settings" screen.

Mo content In table

4.2 LoGIN

When you click on the configuration button, the “login” page will be displayed.

On this Enter the admin password to navigate to the next screen.

Enter the "password"

11
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4.3 CONFIGURATION

On the configuration screen you will find two tabs named as “General” and “Advanced”. Click
on “General” tab to provide basic required information for connectivity. Here user need to
provide Bucket Name, Hospital code, Base URL, Storage and Mode. All this information will be
provided by DeepTek administrator. After adding this information click “Save” button. It will
show dialog box by saying “Application restart needed”, click “OK”. Application will be
restarted, and Ul will be visible again automatically. If information is correct you will see
flashing “Connected” on the right top corner of screen.

Home

General = | Advanced

Bucket Name installerbuck

Hospital Code

Base Url

Storage

Made/Env g | — e
will

Adrm

12
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4.4 ADVANCED SETTING

On the configuration screen second tab is “Advanced” tab. Information shown on this screen is used for
local data cleaning and anonymization of personal DICOM attribute. Detail description is below

TEK CONNECTED

o

General || Advanced X

Delete Data Minutes
Manual Trigger
Compress X-Rays

Days For Upload

Anonymization

Delete Data Minutes: -
Uploaded studies and its Database detail will be deleted from local storage after given minute(s).

Manual Trigger: -
If this option is checked, Cloud application will receive the trigger for DICOM object getting uploaded
successfully, from the 'Gateway' application itself, instead of the cloud bucket.

Compress X-Rays
If this option is checked, DICOM Images will be compressed while uploading to cloud.

Days for Upload: -
The maximum number of days (along with the current day), for which the 'Gateway' will try to upload
Patient History/Report, before giving up.

13
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Anonymization: -
NONE: - No anonymization.
FULL: - All personal data will be anonymized.
FULL WITH TRACKING: - Store the anonymized PID mapping in the 'Gateway'. When the user gets the
report, he can see the anonymized PID on the report. He can search the 'Gateway' for the actual
PID using this 'anonymized' value in the report.
FULL EXCEPT ID: - All personal data will be anonymized except PID.

14
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4.5 CONNECTION STATUS

Flashing “Connected” message mean gateway is ready to accept patient studies and upload
them on cloud based PACS.

TEK CONNECTED |

Home

General | Advanced X

Delete Data Minutes

Manual Trigger

Compress X-Rays If configuration information is
correct, it will show connected

Days For Upload

Anonymization

Note: If we see a message flashing “Not Connected” on the top-right corner please check your
configuration settings, Internet connection and verify one more time. Still, if the “Not Connected”
message persists, please contact the DeepTek administrator.

15
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4.6 GATEWAY REGISTRATION

The workstation on which the gateway application is installed is referred as “DICOM Node”. The
DICOM Node within the local network of the hospital or Imaging center is identified by its
network address (IP address), a communication port (TCP/IP port) and a name (AETitle).

The Hospital / Imaging center technician or Modality engineer needs to register the DICOM
Node with the Modality or PACS. Once registered, the gateway application is ready to accept
studies from the Modality or PACS.

Below are the details required to register DICOM Node in Modality or PACS.

Hostname <IP/Name of workstation (DICOM Node) where gateway application is installed>

Port 11115
AETitle DEEPTEK <Allin Capital>

16
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5 GATEWAY LIVE WORKFLOW

5.1 LIVE STUDIES STATUS

Based on the configuration done by the technician in modality/PACS, the studies will be pushed
automatically or manually to the gateway software. The incoming studies will be shown in first
screen with a percentage of completion.

TEK

Home

» SEARCH
» UPLOAD

Stat Name Pid Study Date Modality Count e Action

a Anonymized 06/02/15 00:00 DX

[ ] Anonymized 07/02/15 00:00 X i/ Waiting ....

NAME*NONE 1312123 03/10/18 00:00 C Waiting ....

NAME*NONE 1309554 07/11/18 00:00

NAME*NONE 1318956 08/11/18 00:00

NAMEANONE 1317145 25/10/18 00:00 CR / Waiting ..

NAME*NONE 31986¢ 14/11/18 00:00 g Waiting ...

NAMEANONE 451215 15/10/18 00:00 CR / Waiting ...

NAME*NONE 1315213 20/10/18 00:00 Cl Waiting ....

17
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5.2 APPLY SEARCH FILTER

To filter the completed or incoming studies, users can always use a given filter. To filter the list,
select the filter and click on search. Given list will be filtered based on the value given in the
filter.

TEK CONNECTED

Home

W SEARCH

Name Patient Id Modality From Study Date To Study Date Only Running

Pld Study Date Modality Count e Reports Action

Anonymized 06/02/15 00:00 DX 0

Ancnymized 07/02/15 00:00 _
NAME~NONE 03/10/18 00:00 C Waiting ...

NAME*NONE 1309554 07/11/18 00:00

NAME*NONE 1318956 08/11/18 00:00

NAMEANONE 317145 25/10/18 00:00 CR - Waiting ...

NAME~NONE 1319868 14/11/18 00:00 g _

18
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53 VIEW RUNNING STUDIES

If you want to see the list of all studies completely uploaded on the cloud platform or currently
in the process of loading, not in “Waiting” state. Select the “Only Running” and click on the
search button. All the completed and in-progress studies will be available in list format.

TEK

Home

¥ SEARCH

Name Patient Id Modality From Study Date To Study Date Only Running

I BN B DN N Search

» UPLOAD

Stat  Name Study Date Modality Count % e Reports History Action

NAME~NONE 4 13/11/18 00:00 CR /3 66% 0 Add

NAME~NONE

NAME~NONE

NAME~NONE

NAME~NONE

NAME*NCNE 09/11/18 00:00

NAME~NONE 317145 25/10/18 00:00

NAMEMNONE 312123 03/10/18 00:00

NAME~NONE 1309554 7/11/18 00:00

19
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5.4 OPEN HISTORY DIALOG BOX

If required for reporting, we can enter patient history/report as text or can attach as TXT, JPEG
and PDF file format. To do so click on “Add” button in front of study in the studies list. It will open
a dialog box shown in next slide. Using that user can type or attach patient history/report file.

CONNECTED

2
» SEARCH
» UPLOAD

Stat  Name Pid Study Date Modality Count % e Action

Anonymized 06/02/15 00:00 DX

Anonymized 7/ 00:00 ) / STAT 0

NAME~NONE 312123 0:00 STAT 0
NAME*NONE 1309554 07/11/18 00:00

NAME~NONE 08/11/18 00:00

NAME*NONE 1317145

NAME*NONE

NAME~NONE

NAME*NONE

NAME~NONE 1103543

NAME~NONE 13/11/18 00:00

20
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5.5 ADD CLINICAL HISTORY

User can type the patient history/report or can attach as TXT, JPEG and PDF file format. To
attach text file, user need to click on “Browse” button and select file. If user want to add more
then one file, he needs to click on “Add” Button and select next file using the browse option.
After typing or selecting file click on “Upload” button to upload the history.

CONNECTED

-]

Patient Name

Patient History

Already Uploaded

E:\Patient History txt Browse...

E:\Patient Report.jpeg Browse...

E:\Patient Report.png Browse... Add+

N

Upload Reports

Upload

/

21
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5.6 VERIFY UPLOADED HISTORY

After closing the clinical history dialog, a tick mark will be appeared in front of the “Add” button.
It means history of this patient has been uploaded. If user has attached any file(s), number of
attached file(s) will be shown in front of tick mark.

TEK

Home

» SEARCH
» UPLOAD

Stat Name A Pid Study Date Modality Count e Reports History Action

[ ] Anonymized 100 3 v Add
[ ] Anonymized UT/uZ T3 UUtuU

NAME*NONE 13 3/10/18 00:00

NAME*NONE 1309554 07/11/18 00:00

NAMEANONE 08/11/18 00:00

NAMEANONE 1317145 25/10/18 00:00

NAME*NONE 13 14/11/1 CR / Waiting ....

NAME*NONE 15/10/1 CR / Waiting ....

NAME*NONE /10/1 CR / Waiting ....

NAME*NONE 03543 CR i Waiting ...

NAMEANONE 3 CR / Waiting ....

22
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5.7 UprLOAD DICOM STUDIES FROM LOCAL STORAGE

Studies stored on local storage can be uploaded on the cloud platform using upload
functionality available in Gateway. To upload study, open upload menu by clicking on “Choose”
button. A file selection dialog box will be appeared. Select .DCM file(s) and click on open. File
path will be shown in text box and a “Upload” button will be appear next to “Choose” button.
Click on “Upload” button. After clicking, “Upload” button will be disappeared and uploaded file
count will be visible and uploading process will be started.

TEK

Home

» SEARCH

v UPLOAD

Files from: E:'Dicom Images'Data'Data Choose Upload

Stat Name tudy Date Modality Count e Reports History Action

NAME~NONE 3 14/11/18 00:00 R 3/3 0 Add

NAME~NONE

NAME*NONE

NAME*NONE 1103543 18/10/18 00:00

NAME~NONE 460 13/11/18 00:00

NAME~NONE

NAME*NONE 3 24/10/18 00:00

NAME*NONE 1317145 25/10/18 00:00

NAME~NONE 03/10/18 00:00

NAME~NONE 1300554 07/11/18 00:00

23
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() DOWNLOAD PATIENT REPORT

6.1 DEePTEK CLOUD PLATFORM

To view or download the patient report user need to login into DeepTek cloud platform using
URL “https://demo.deeptek.ai”. Landing page would be shown below. Enter username and
password provided by DeepTek admin and click on “Login” button.

X + S T X

€ C  # demodeeptekai/loginZlogout=tru Q v - pu o :

o

©Deeplek Inc.

24
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6.2 VIEW AND DOWNLOAD REPORTS

Select the “Reported” tab to view all the reported studies from the landing page. Click the
“Arrow” icon under the report header shown on the screen. After clicking the “Arrow” icon, a
list of different available report formats will be shown. To download the report, click on the
desired report format and the report will be downloaded in the window “Download” folder.

Study List (Deeptek) X 4+

€ C & demo.deeptek.ai/studylist

DEEPT[E[K

Patient Name Patient ID

S

Patient Name $ Radiologist $

Chander Shekhar

Chander Shekhar
Chander Shekhar

Chander Shekhar

Patient Id $ Age/Sex
090331153649 040/F

-IM

1227839
1314020

1192426

Upload Date Range

Study Date $

31-Mar-19 15:37
14-Nov-18 13.52
14-Nov-18 1229
04-0ct-18 08:31
03-0ct-18 09:41

09-0c1-18 22:28

Mod &

CR

CR

CR

CR

CR

CR

Study Description §
CHEST
CHEST,GENERAL
CHEST,GENERAL
CHEST,GENERAL
CHEST GENERAL

CHEST,GENERAL

Welcome huser huser

Choose File NCRTGINE]

13-Feb-20 16:19

13-Feb-20 16:08

13-Feb-20 1607

13-Feb-20 15:25

13-Feb-20 1524

oo ([ 0

25
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7 SUPPORT

In this document we have covered the installation process of Gateway application and how to
download and view final report form DeepTek cloud based PACS. Any clarity or more
information required, DeepTek’s support team will be glad to help. Support team can be
reached out at support@deeptek.ai

26
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